About Link Analyst 5

Link Analyst provides insight into the devices on your
network and the routes that connect them.

= See what devices are up or down

= Know what business areas are affected
= Graph and compare data over time

= Use data in planning network upgrades
= View and drill down on device maps

= Easily troubleshoot using Observer®
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High Level Resource Monitoring

Device and Route Monitoring

i‘ Dynamic Reporting
Q

Event Notification

1'\

% Active Discovery
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Scenario 1: The Problem (Data Center)

Link Analyst deployed at data center to monitor critical multi-tier
application.

ananan

Wieh Lop

Situation
Users report intermittent issues displaying web pages. There
does not appear to be a pattern specific to workstation or user.
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Scenario 1: How Link Analyst Helps

= |Looks at system as a whole
= Availability, reliability, resource issues identified
= Alert generated and administrator notified of problem

* |n addition to generating an e-mail, Link Analyst can take
corrective action such as restarting a service

» |ssue recorded to alarm report
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Scenario 1: Notification

Web service on Web3 fails
= Web3 shows service is down

] Load

Balancer

Irkernet

Switchi
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Scenario 1: Alarm Report

Business Group Alarms] =
Alarms

Business Group Status
! Alarms Report
Device Events

Event recorded,

dEe e i Business Group NI _ . .
| Report generated | 07/17/2007 10:44:53 | dlsplayed in Alarms
w | Last poll time | 07/17/2007 10:44:46 | Report

By Monitor:

. all Monitars Device 4 (IP) Type Alarms

Eekivo Dire oS SraEr ¥ LEXMARK207.37 (207.218.140.27)  Printer Monitor alarms: Paper Low AIerE T
= ) ) h; Web3 (207.218.140.246) Web Server IP Services down: HTTP

Editable Monitor

Exchanage Server Generate Printable Report

Host Resources
Printer

E Router Utilization

SOL Server

Switch Ltilization
Windows Warkstation
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Scenario 1: Restart Service and Notify

Service Action

Device:

207.218.1401 3

Credential:

Roger

Service:;

WISV

Action:

Web service
automatically
restarted

Restart

e

b

[ ak. ]’ Caricel ] [ Help ]

= E-mail sent to Roger, the data center manager,

describing failure

= Roger views historical usage reports, server event logs

using Link Analyst
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Scenario 1: Investigate and Resolve

= Web3 was servicing more simultaneous users
than it could handle

Blarms
Business Group Status

[Internet Information Server] >> [EX1 (207.218.141.1}--Internet Information Sarver] >> [WebSarvice Maximum

nn e -

'T.:}. WebService Maximum Connections Report

@] Diyice Evants
|@ RecnorERime Business Group web App
— Device &3 web3
f
12 slarm Log — —_— —
'E' Network Addre
i il Monitor Iter
|72y 2ll Monirors . 4
I Reporting Period
i Active Directory Server = g
[ Start Time OF/L7/2007 09:08:00
| =, = .
[k End Time 07/17/2007 10:07:46
WebSersice Maximum Connections
400
a‘.
| iy iy
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E Windows Wark ian b | W b W
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[12y Wireless Access Poink
n [=] [=] [=] [=] [=] [=]
- 5] =] = ] =
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Scenario 2: The Problem

Corporate office deploys Link Analyst to monitor departments
such as Finance, Production, and Development.

Situation

End of quarter orders must be processed and much of the
work occurs after business hours. There have been critical
system slow-downs.

A reboot of the database server temporarily resolved the
Issue, but no cause or solution has been discovered.
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Scenario 2 — How Link Analyst Helps

» Link Analyst monitors all production group devices

= |f a system is down or performance is suffering
it will be detected

= The administrator will be alerted and can take
appropriate action
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Scenario 2: The Result

The database server alarms due to high CPU utilization

Internet

Pl _GhAs Swwitch2?
10.0.0. 2072158140152

Swvitchil
207 218140153

Cizco2800xL0
207.215.140.156

)

Sh
207 216141105 [ : i .
= o3
235?'2“{51 1E§a'f_ EE ME1 METWWORKI... T
207 215.140.1 207 218140252

EXMARK2OT 37
207 216140 37

g
FTP1 METIMST .C...
2072151404

3

D2 METWWORKIM. .
207 2118140233

|
Ex1
2072181411

a3 ad
01
PRD_DE 20721814013
207.2158.140.246
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Processor Utilization Report for PRD_DB N

[Windows Workstation] »> [PRD DB (207.218.140.246)--Windows Waorkstation] »> [Procassor % Processor Time]
=
Business Group Status
@ [ ,_gk_ Processor % Processor Time Report =
= 9| Device Evants e
i Response Time _Business Group | NI
|-- i] e Device &3l PRO_DB
i arm Log :
Network Address | 207.218.140.246
|_] el Monitor Item | Processor % Processor Time
| Al Monitars
; J" Reporting Period |Ias|4 hours =| Apply
|:.:,)J Active Directory Servar
ks Start Time | 07/20/2007 06:45:00
|i| Editable Monitor End Time 07/20/2007 10:44:27
[®] Exchange server
Processor % Processor Time
Hngtﬁﬂsnurms 1000
Printer 00
B r Ltz ation a00
SOL Server 1R
[ Switch Utiization o
& 500

Windows Workskation

200

300

2010

100

i |
=] =] ] a8
= S S =
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Running Processes on PRD DB

.. Processes information:

Process Name
avscan.exe
CErss.exe
inetinfo.exe
logon.scr
lsass.exe
Mainsery.exe
msdtc.exe
services,.axe
SMS5.8x8
spoolsy.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
System
System Idle Procass
vmnat.exe
vmnetdhecp.exe
vmount2.exe

PID
1152
335
1284
2704
420
1176
1044
408
288
1004
684
760
796
1224
812
1320
1700
1944
600
..-!I.
0
1560
1668
1520

Mem Usage
25596 K
1572 K
1092 K
1672 K
4124 K
1424 K
620 K
18380 K
320 K
3112 K
2124 K
1512 K
1288 K
16 K
12804 K
1368 K
1132 K
1992 K
1252 K
216 K
16 K
616 K
992 K
576 K

Handles
64
402
176
22
455
’5
180
306
23
130
278
143
175
7l
1080
59
154
179
an
995
]
G4
43
a3

A check of running processes
shows a scheduled virus scan is
running and causing the
slowdown

This is not usually an issue,
since orders are rarely
processed at 11:00 PM, but end
of quarter is a special
circumstance
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Technologies

= SNMP

= MIB — Management Information Base
= Tracks the types and location of information on SNMP device

= OID — Object Identifier

= String used to query specific piece of information from SNMP
device

= WMI
= For monitoring and management of Windows systems
= Requires Administrator permissions to query
= Used to identify environment-independent information
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Create and Monitor Business Groups

Know which part of your business is affected — instantly

= Create groups by department,
device type, function, or customize

= View reports, monitor resources,
track inventory by Business Group

Sales

Accounting

= Click within a group for easy
sub-level analysis
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Dynamic Reporting

1 1 Windows Workstation] >> [PRD DB (207.218.140.246)--Windows Workstation] >> [Processor % Processor
Customize, view, expand, and | geousuedsason > (om0 08 (207.218.120.250)--windows orkstaton]

compare reports for in-depth B R P AR
analysis on routes, devices, Businsss Group |

Device &) PRO_DB
an d g I’O u pS . Network Address | 207.218.140.246
Monitor Item Processor 9% Processor Time

. . eporting Peri [last4hows =] App
Track statistics over time for e =T

use in network trending and o o u:::;::sur%ﬁncassnrﬂma
analysis. p ﬂ |

600 1 |
Report Types Include: 4 ]
= Alarms oo

100 |
0 {

= Business Group Status

08:00
09004
10:00

0700

= Device Events
= Response Time

= Alarm Log
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Monitoring Reports

@] alarms
Business Group Status

Device Events

Eesponse Time
dlarm Log

By Monitor:

All Manitars

Active Directory Server
Editable Manitor

Exchange Server

Host Fesources

Internet Information Server
Printer

E Router Utilization

. SOL Server

Switch Utilization
Windows \Workstation

Report on failing devices with
Alarms and Alarm Logs

See overall health with Business
Group Status and Response
Time Reports

Gain visibility into Event Logs
and Syslogs with Device Events

Group devices by role or
function using monitors

Show key statistics specific to

device function
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Device and Route Monitoring

Use SNMP & WMI data to monitor
Active Directory Servers, Host

. Route 18 of 22 it
Resources, Internet Information o bams—— M Bom—+— DM+ 2nams MM
S e rve rS a n d m O re , O r C re ate TEC 207.2:;.1 4010 s4-0-0-1§-0.ar1 mi... 1e3-1-1 D‘;’arz.ehwz... 192.:%.34.?7 tbrz.cg; i att.net thr2.sl9mo.ip.att net
t .t —0ms— 0ms t 0ms t 173 ms t 0ms t 0ms t 0ms +——0ms—
CUS Om monl OrS- melt] -gsr1 2-2-pos gar! sd2ca.ip.att.net ghrl sd2ca ip att.net 1 phimaz ip att net thr2 phmaz ip att net thr2 stz patt net thr1 slmn\paﬂnat
H H —0ms————0ms——
Know at a glance which devices, -
05-03-a180-2-if-3... §3.241.29.59 wd
routes 3 and I P SerVICeS are up Or Summary; 15 hops, active since Wednesday 08/01/2007 01:59pm a
d OWn . 5%?55?2959 Latest (Srgsf)) Mimirum (Brgsg)) Ma)qmumg(in;ls; fverage (E;r;sg Good | Margind  Poor
|
. Poll Response Times 5

= Monitor virtual servers and

workstations y S —— S— —

= Set configurable alarms and
thresholds

= Graph statistics over time
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Graphic Display of Routes Taken

Route 1
: & & & & & & & & &
This PC 207 M814010 24-0-0-19-0art mi.. pos7-0-0-10g.ar2 ... gr2-a3110s] wsw. 1212286130 thr2 slBmoipattnet  thrl s@moipattnet thr2 distxipattnet  thr2 phmaz ip att net
Summary: 15 hops, first seen Friday 054 852007 11:03am, last =een Friday 05/ 8/2007 04:38pm
Route 2
g ) ) ) ) ) B ) ) B
This PC 20721814010 208 17862.25 pos?-0-0-10g.ar2....  gr2-a3110s1 wesw.., 1242286130 thr2 z9moip.attnet  thel sl9modpattnet  thr2distcipat.net  the2 phmaz.ip st net
Summary: 15 hops, first seen Friday 051 872007 11:03am, last zeen Friday 05/15/2007 02:55pm
Route 3
: : : : : : : : :
This PC 207 814010 54-0-0-19-0ar1 mi...  te9-1-10g.ar2 chi2 . 192 20534 77 thr2 cocil ip att.net tht2 slBmoipattnet  the2la2caipsttnet  gbr? sd2caipatnet  garl sd2caip st net

Summaty: 12 hops, first seen Tuesday 064 372007 09:59am, [ast seen Friday 06:2202007 05:030m
Route 4

This PC 20721814010 208175.62.25 teS-1-10g.ar2.chi2... 192.205.34.77 thr2.cgcilip att.net thr2 z3moip.attnet  thr2la2caipsttnet  ghr2zd2caipattnet  garl sd2caipattnet

Summary: 12 hops, first seen Tuesday 06M 252007 10:11am, last seen Friday 0E2202007 03:45pm
Route 5

: ® L) ) ® L) [ ) ® L) [ )
This PC 10001 2051756225 te8-1-10g.ar2 chi2... 192 20534 77 thr2 cocil ip att.net tht2 sl8moip.attnet  thel s@Bmoipattnet  the2 distxipatt et the2 phmaz ip st net

Summaty: 15 hops, first seen Thursday 0672172007 09:35am, last seen Thursdsy 067212007 03:00pm
Route 6

_ L] _ & . & _ L] i & . & _ L] . & . &
Thiz PC 10.0.0.1 24-0-0-19-0.ar1 mi... teS-1-10g.arZ.chi2... 19220534 77 thr2 . cocilip. att.net thr2 sl9moipatt.net  thrl slBmodpattnet  thr2distcipattnet  thr2 phmaz.ip.att net



IP Services Monitor

Know at a glance which devices or services are up or down

s NI

"*_';I Monitoring .,'-‘ Topology Discovery ™+ Inventories £ Alarmed |

Reportz  Monitoring Map Devicez IP Servicez  Hesponse Times AI a r m ed d ev I Ce
State| Device | DNS | FTP |HTTH NET | iPCD3

s NI_GW (10.0.0.1)

@8 Sydtchi (207.218.140.153)
g8 [Switch2 (207.218.140.152)
88 FTPLNETINST.COM (207.218.14904) @ @
&2 51 (207.218.140.130)

88 NSLNETWCORKINSTRUMENTSCCM ... @ @
g8 Cisco2900%L (207.218,140.156)

5 Exi(207.218.141.1)

U3 DS-BU-SERVER (207.218.140.22)

& BackUP (207.218.140.246)

&4 D2 NETWORKINSTRUMENTS.COM (...

D

&
>

s s e e T N N e e

.
=

—
[y

OO COOOOO

=
[

D1 (207.218.140.131)
LF 56 (207.218.141.47)
14| W9 |LEXMARK207 37 (207.218.140.37)

.
L)

o 8
oof

Paling starts in & seconds. ..
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Production Group Monitoring Map

Add, remove, and arrange the devices you wish to monitor

|r8t\
EXMARKZ07 37
‘, 207 218140 37
N_GAY Switch2
10001 207 218,140,152
-
Cisco2a00XL £
207 215.140 158
FTP1 NETINST.C...
| 207 2181404

@
a3

Swvitch
207215140153
D2 NETWORKIM....

207 218.140.253

I |
Ex1
[ 207218141 4

S6
207 218.141.103 [ -

] > A
DS-BU-SERWVER £ % bg .ﬂDr

207 21514022 ME1 METWORKI... T BACKLP 207 21814013
207 2151401 207 218140 252 T
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Iire.cienti-.lalnsui_li.hrar_l,l_

General IF Services

Digcovery

DE_ItE! Manqgement [

|hventory Objects

Global Inventony Alams tonitors

Alarm Responzes

Matifications

Web Access

M onitors £

Monitor Elements #

Type

Detailz

& Active Directory Server
All Monitors
Editable Monitor

& Exchange Server

& Host Resources

& Internet Information Server

-

& Microzoft Yirtual Server
& Printer
& Router Utilization

E1SAL Server :

& Switch Utilization

=

Test
& YW are Yirtual Server
& Windows Work ztation

& Wirelesz Access Point

Buffer Manager - Page Reads/sec
Buffer Manager - Page “Writes/zec
Cache Manager - Cache Hit Fatia
Cache Mermary

Current Uzers

Databases - Active Tranzactions
Databases - Data Files Size

General Statistics - Loging/sec

;| Latches - Average Latch Wait Time
Locks - Deadlocks/sec
Locks - Lock Requests/zec

Log Filez Size

Page Lite Expectancy
Percent Log Used
Server Memany in Uze

SOL Users

|A

Farameter: Wl Script
Farameter: Wl Script
FPararneter: Wl Seoript
Parameter: W Raw Performance Counters
Parameter: W Raw Performance Counters
Pararneter; Wl Baw Performance Counters
Pararneter; Wl Baw Performance Counters
Pararmeter: Wl Script
Pararmeter: Wl Script
Pararmeter: Wl Script
FPararmeter: Wl Script
Pararneter; Wil B aw Performance Counters
Pararneter; Wil Faw Performance Counters
Parameter. ‘Wl A aw Performance Counters
Parameter. ‘Wt A aw Performance Counters

Parameter. ‘w'tl A aw Performance Counters

Periformance counter, zingle
Perfformance counter, zingle
Perfarmance counter, singls «
WwindZ_PerfRawData M550
Winds_PerffRawData MS50
Wwindz2_PerfRawData_M550
Wwindz2_PerfRawData_ M550
Performance counter, single
Performance counter, single
Performance counter, single
Performance counter, gingla
Windz_PerfRawData M550
Windz_PerfRawData M550
WindZ_PelfRawData_ M550
Win3Z_PerlfRawData_ M550
windZ_PerfRawData_M550

| »

l Mew. .. ] [ Properties... ] [ Delete ] |

Delste
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Be alerted when a device is unreachable or has poor response time

Choose sound, pager, or e-mail alerts, or set Link Analyst to launch a
program or generate a trouble ticket

s

b _ ~
Sl [Business Group Alarms] =

Business Group Status
: Alarms Report
Device Events

Resnaonse Time ._ Business Group NI |
: Report generated | 06/25/2007 15:21:54
glarm Log | Lastpolltime | 06/25/2007 14:50:51 |
By Monitor:
&l Monitors Device & (IP) Type Alarms
R @h; 51 (207.218,.140,1307 Web Server Device is down
Editable Monitar Generate Printable Report

Exchange Server

,Q'J Hrst Resniirmres
4 |

[ £

[
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Drill Down on Failing Device

Tl [Business Group Alarms] >> [BACKUP {207.218.140.246)] &
Business Group Status
. Fu
: Device Status Report

Device Events
® Response Time Business Group NI _
' Report generated | 08/01/2007 13:48:08

0 Alarm Log - o =

Device &) BACKUP
By Monitor: r 0

e Network Address | 207.218.140.246
&l Monitors
Active Directory Server Device alarms:

— _ o IP Services down: HTTP
Editable Monitor
Exchange Server Response Time:

- Polling Time Response Time (ms) Status Last 4 Hours
Host Fesources
Printer 045
E Riiter Ll 2akn 8/1/2007 1:47:37 PM 0.202 @ ggfg W
50L Server Ol . . .
Switch Utilization
Windows \Workstation IP Services:

POP3 NNTP iPCD3 FTP TELNET SMTP LPD HTIP SNMP DNS
]

|
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Alarm Logs

=2 NI
i‘;’" Monitoring

Reports  Monitoning Map

@ £larms
E i

Device Events

)
@ Response Time
'.'--_t.i Slarm Log
By Monitor:
== .
[ 2l Monitaors

et

'% Editable Monitor

Exchange Server

Host Resources
Printer
Router Utilization

SOL Server

@ YWindows \Work n

,J.a" Topology Dizcovery

™ Inventories

Devices IP Services  Besponse Times

Alarm Log] &

Lt Alarm Log

| Business Group MI

P :
{4 Alarmed Devices: 2

~

Start Time

|
| Reporting period
i End”]'il.:ne

Device + (IP)
[ ALL DEVICES ]
o3 BACKUP(207.218.140.246)
g Cisco2900XL(207.218.140.156)
w= NI GW(10.0.0.1)
23 S1(207.218.140.130)
g Switch1(207.218.140.153
g Switch2(207.218.140.152)

Genarate Printable Report

last4 hours | Apply

06/28/2007 08:18:54
0E/28/2007 12:18:54

Type

wWeb Server
Switch
Router
Wab Server
Switch
Switch

Log Entries

= = =l

= b= |k

IPaling starts in 12 seconds...

'
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Active Discovery Benefits

= See what devices are
connected and how they
are connected

= Get graphical or table-
based display of a
network, segment, or
remote locations on the
WAN

= Monitor response time and
performance of devices
anywhere on the network

Metwork Devices # Tupe | SHMP |WMI|Interfaces| MAL address IP address IF:,
\3 Cisco Wwireless Access Point - Yes e
= 9 Cizco2900-L Switch Yes
@ FaztE thernet01 00:04:0D:F1:05:C1 [207.218.140.156
E%) FastEthenet 10 00:04:0D:F1:09:CA 207.218.140.156
-- FastEthernet0/11 00:04:0DD:F1:03:CB 207.218.140.156
- FastEthernet01 2 00:04:0D:F1:03.CC 207.218.140.156
@ FastEthernat1/2 00:04:00:F1:03.C2 207218140156
E%) FastEthernet0/3 00:04:00:F1:03:.C3 207.218.140.156
-- FastEthernat]/4 00:04:0D:F1:03:C4 207.218.140.156
- FastEthernet0/S 00:04:00:F1:0%C5 207.218.140.156
@ FastEthernat1/6 00:04:0DD:F1:03:C6 207.218.140.156
B% FastEthemnetn/7 00:04:0DD:F1:0%C7 207.218.140.156
-- FastEthernet]/8 00:04:DD:F1:03:.C8 207.218.140.156
- FastEthernat0/3 00:04:00:F1:0%:C9 207.218.140.156
@ WLAMT 00:04:00:F1:09:.C0 207.218.140.156
Na Cizcodlm ‘wireless Access Paint Yes
9 CizcoSwitch. netingt. com Switch Yes
* M windows Computer Yes Tes v
>

'
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Right-click a Device to Dig Deeper

Device Status. ..
Foll Moy

Fing...

Telnet. ..

Trace Route, .,
Services Control,..
Femote Desktop. ..
HTTF...

HTTP=...

it

Copy
Delete

Fedscover Device Services

Observer Integration 4

Mew GEroup 4

Device Properties. ..

Get Device Status Reports

Troubleshoot using tools such
as Ping and Trace Route

Start or stop services

Access device’s web interface
using HTTP or HTTPS

Use Observer for advanced
network analysis
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Current Inventory Information

Track static items

such as hard
drives, memory,
and processors

= NI-Corp

Monitoring

:’I-' Take Snapshot Inventory . Active Inventory Status. ..

Inventory Reports

Select an entry from the
list and click "Repart”

| 711972007 10:41:55 &M~ |

Feport

or select entries in both
lists and click "Compare"

|8/3/2007 124806 PM ~|

Compare

! Topology Dizcovery

Larl - - -
' Inventories larmed Devices: 1

ia-' Inventory Schedule__.

Summary

iBusiness Group !NI—CDI’D

E'Report Type Inventory comparison
|Inventory
|Compare to 7/19/2007 10:41:55 AM:

l
|
:‘3/_3/%00? 12:48:06 PM |
g
I

8/3/2007 12:48:40 PM

Show details

Device

|207.218.140.245
“|207.218.140.153
[207.218.140.66
|207.218.140.64
|207.218.140.156
|207.218.140.155
[207.218.140.150
b1 |207.218.140.131
E“d2.networkinstruments.com i
2
s

|ds-bu-server |207.218.140.22
[Ex1 207.218.141.1

[1BDO3o508312 207.216.141.47

|207.218.140.152

507.218.140.253

0

o|lo|o|o|o|o|o|o|o

anage Inventories. ..

0

o|lo|o|o|o|o|o|o|o|o|o|o|o|o

0

oo o|loo oo oo o o o

New Missing Changed

3

|

Paolling starts in 30 seconds. ..
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